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Abstract

This report discusses the criticisms of current implementations of Massively Multiplayer Online 
Gaming systems and the technical solutions to these criticisms provided by independent 
researchers. Specifically it covers the problem of efficient data communication, and how the data 
can be transferred securely between nodes without too much overhead. The report discovers that 
pure peer-to-peer network designs are not yet complete enough for a stable running, and that a 
hybrid of P2P and traditional server-client architecture is the most scalable method, so long as the 
secure data computation methods run efficiently enough to maintain the low latency needed for 
realtime communication by players.

Introduction

In the world of Massively Multiplayer Online Games (MMOGs), the factor of data management 
comes with issues that are only increasing as the networks get bigger. According to "A Hybrid P2P 
Communications Architecture For Zonal MMOGs" (Ahmed. 2009, p2), a general report from games
companies says that the number of online players at any given time is "between 6,000 and 10,000, 
bringing in a powerful US$1 billion in subscription revenue in 2004". With these huge set-ups, the 
server load for any given MMOG is bound to be divided among multiple servers, which divide the 
game worlds into separate zones, or "shards" in the case of World of Warcraft (Quax. 2009, p2). The
high number of simultaneous players interacting on the traditional server-client implementations 
creates a large overhead in data communications (Quax. 2009, p2) and for this reason the two 
reports "A Hybrid P2P Communications Architecture For Zonal MMOGs" (Ahmed, 2009) and 
"ALVIC-NG: State Management And Immersive Communication For Massively Multiplayer 
Online Games And Communities" (Quax. 2009) develop and test alternative implementations for 
supporting realtime communication with players in the range of millions.

Both articles put emphasis on the realtime transfer of messages between players as being 
part of the requirements of a robust MMOG data management system: “consistency, 
responsiveness, reliability, security, and persistency” (Quax. 2009, p2). To tackle this problem, the 
former article develops a hybrid system by implementing elements from theoretical P2P models into
the traditional server-client model. The latter article explains that the server-client model still has 
benefits over the P2P models, and therefore develops an architecture called “ALVIC-NG” to tackle 
the scalability problems that become apparent as the player base increases (Quax. 2009, p3).

Article: “A Hybrid P2P Communications Architecture For Zonal MMOGs”

The article describes the problem with realtime message transfer between users as being a limitation
induced by poor traffic conditions due to the large amount of servers the games companies are 
forced to use with existing architectures (Ahmed. 2009, p3). For instance, it cites Second Life as 
having “5000 servers to support its virtual space” (Ahmed. 2009, p2).

Following this the article reports on a number of existing P2P solutions and criticises them 
for either not being complete solutions, or for still incurring the same problematic overhead as a 
traditional server-client system (Ahmed. 2009, p3). For instance, Knutsson et al. describe a P2P 
implementation for MMOGs using “Pastry and SCRIBE” which employ a “simulated multicast 
structure”. The article explains that for players to communicate with other regions (or zones, or 
shards), relayed messages may go beyond 50 hops due to being passed on from player to player (or 
peer to peer). The article suggests this delay is caused by ignoring the “power” of direct connections
(Ahmed. 2009, p4) and therefore the hybrid architecture is developed to solve the issue using a 



Matthew Wragg

“zonal method”.
The article runs the simulation for up to 500 players in a zone (Ahmed. 2009, p17) as a form

of in-house testing, which is a big improvement over traditional MMOG zone numbers. The results 
display great efficiency for these numbers (Ahmed. 2009, p17) but the article does further testing by
comparing it on the same hardware with an existing, tried-and-tested system “NICE” for an 
outcome in favour of the proposed P2P hybrid system (Ahmed. 2009, p19).

The article concludes that by integrating some of the benefits of centralised architecture , the
zone-based and peer-to-peer simulation model can improve the quality of gaming. (Ahmed. 2009, 
p31).

Security

What the previous study fails to take into account is the secure handling of data on players' 
computers. The article “Encoding for secure computations in distributed interactive real-time 
applications” (Endo. 2008) warns that data passing players' computers (due to the P2P method)  is 
susceptible to tampering and theft. The article does not argue against the use of P2P architectures 
for MMOGs, however, and suggests that such architectures allow MMOG services to run at lower 
cost (Endo. 2008, p1) which is why the article goes on to propose an implementable method for 
securing the data transferred by users, while maintaining a satisfactorily low latency for messages.

Simple DES or RSA encryption is not enough (Endo. 2008, p2) so the article recommends a 
“multiparty computation” framework which distributes computation of the data among multiple 
users' computers without revealing the original data.

The researchers' implementation of the method is successfully able to perform computations 
on a user's computer without revealing state data or program codes (Endo. 2008, p7) but they have 
yet to perform a quantitative practical experiment to judge whether the performance is up to the 
efficiency standards specified by the Hybrid P2P architecture (Endo. 2008, p7). This will be a 
deciding factor in whether the P2P architecture can compete with the new breed of server-client 
architecture by ALVIC-NG.

Article: “ALVIC-NG: State Management And Immersive Communication For Massively 
Multiplayer Online Games And Communities”

In competition with the hybrid P2P structure, this article claims benefits to be sought in the server-
client method (Quax. 2009, p1). As has been demonstrated in 'Security', one benefit is that state data
doesn't have to be processed by the user's computer thus reducing risk of interception and 
subsequent tampering. To its detriment, this article fails to specify even this reason for using a 
server-client architecture over the peer-to-peer methods, merely assuming that their original ALVIC 
implementation is suitable due to being tried-and-tested.

Accepting that server-client is the way to go, however, the study tests their augmented 
ALVIC server, ALVIC-NG, in both a simulated set-up and a real-world situation (Quax. 2009, p4) 
and can conclude that their system does indeed support a large number of simultaneous users with 
higher server efficiency (realtime communication) and therefore lower costs (Quax. 2009, p20).

Conclusion

The ALVIC-NG server-client model performs better than existing zone-based server-client set-ups, 
but the article fails to provide any theoretical basis for why their model performs better as a scalable
and future-proofed architecture. The hybrid peer-to-peer model shows more promise in scalability 
and efficiency, but only if the data securing method proposed by Endo (2009) proves to work at the 
low latencies required by the P2P hybrid architecture devised by Ahmed (2009).
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